6L0¢ 43dW3IAON

CTV

-DEVICE
IMPER-
SONATION:

THE RACEBETWEEN
FRAUDSTERS
& DEFENDERS

=
T
—1
m
o
o
%)
o
o
=<

d3dVd ILIHM




TION:



It'sthe case all over: assoonas
money beginsto pourintoanew
marketplace, fraudsterslooking
to make a quick buck will show up
and do whatever they canto steal
away a piece of the pie before
they get noticed and driven away.
Andit'stheresponsibility of the
people whowere there before to

find ways to block the bad guys.

Therise of the connected TV
(CTV)marketplace has followed
this pattern, too. According to
eMarketer, more than half of
programmatic video spendingin
2018 wason CTV/OTT platforms
and services, and the total spend
onCTV adswas expectedto
nearly double within the next

threeyears.

Forour part, the White Ops

platformhas seenaspikein

INTRODUCTION

the number of CTV-based bid
opportunities. Between Q1of
2018 and Q10f 2019, the CTV
footprinthas jumped1,300%,
with afurtherrise expected.(For
context, White Ops currently
observes more than 100 billion
CTV-based bid opportunities per

month.)

Therace betweenthe fraudsters
andthe CTV defenders has
begun. This paper will examine
onecommontype of CTV fraud—
device impersonation—and how
itworks, aswellashow to ensure
that the defenders win thisrace.
WEe'lllook at areal-life example
of device impersonationthat the
White Ops Threat Intelligence
teamspottedinthe wild, and we'll
offerinsightinto how White Ops

can protect against it.






WHAT IS DEVICE
IMPERSONATION?
IVT TAXONOMY

FALSE REPRESENTATION
DEFINITION: AN ACTUAL
AD IS RENDERED TO A

DIFFERENT DEVICE THAN

THE ONE REQUESTING.



THE
RACE

Device impersonation, also known CTVisafragmented ecosystem with
asdevice spoofing, isafraudtactic avariety of device manufacturers, ad
inwhich adrequestsare faked to platforms, SSAl services, and content
look like they’re comingfrom CTV storesthatallcome together. The
devices, butthe adsthatarethen fragmented ecosystem, along with
servedaren'tshownonreal CTV uncertainindustry best practices,
devicestoreal people.Since CTV ismakingit possible for fraudsters
isarelatively new environment to employ basic, unsophisticated
foradvertisers, fraudstersand techniquesthrough device
defendersareracingagainst impersonation.

each othertodeveloptacticsand

technologiesto carry out their goals.



ManyadsonCTV devicesare
delivered using server-side ad
insertion(SSAI), making fraud
achallenge todetect: all of the
requestsappeartobe comingfrom
asingle IPaddress. Toanadserver
receiving tracking information, the
reportslook similar to classic fraud
techniques, but SSAlisacomplex
systemusedto attachadsto content
legitimately, soit'snotassimple

as blacklistingthe IPaddressfrom
which the requests originate.(We
will explore SSAl spoofingin greater

detailinalaterreport.)

Even though CTV platforms are closed systems,
fraudsters are able to fake the entire system by spoofing
the devices and the apps. This is beyond the control of

the individual device stores or the app publishers.



THE
RACE-
TRACK

As of today, thisis the breakdown

of CTV devices that we see within

the White Ops platform:



DEVICE DISTRUBUTION

Other 2%
Chromecast 4%
Fire TV 8% ‘

SmartTVs 13%

Roku 72%

This breakdown, as noted above, covers
more than 100 billion CTV-based bid

opportunities each month.
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The Fraudsters Race

Why is device impersonation
aprobleminCTV?

Because CTVissuchanew
environment, there’'sabroad variety
of standards and platforms on which
advertisersaretryingto gettheir
content. Without asingle clearinghouse
like the Google Play Store or Apple’s
App Store to work from, advertisers
are expectedtolearnsystemsacross
awide variety of providersinorder
togetthe marketadoptiontheyare
hoping for. With no single protocol, it
can beachallenge for media buyersto
know what every platform's rulesand
regulations are, notto mention which
platforms are trustworthy and which

ones should be avoided.



The Fraudsters' Race

However, industry players

are comingtogetherto

build standards across

the ecosystem. Until

those initiativesare fully
implemented, though,
fraudsters will have leeway to
operateandscale.In 2018, the
IAB releasedits quidelines for
|dentifier for Advertising(IFA): a
series of recommendations on
how to maintain a high-quality
advertising experience within
over-the-top(OTT)television
environments. |IABis currently
working to develop aUser Agent
& Bundle ID naming standard
inOTT thatisasconsistentas

possible.

Advertisersare buyingCTV
inventoryidentified fromuser
agent strings, device type
fields, deal IDsand afew others.
Fraudsters cancommand
botsto sendfake useragent
IDs as wellas bundle/app IDs
pretendingto belegitimate
devices. Withthe advent of
SSAI, fraudsters have sought
outand found ways to beat

the system. Fraudsters can
deploy machinesthat mimic the
proxy serversthat handle SSAI
processing for some providers,
allowingthemto sneakinto the

supply chain.



The Fraudsters' Race

How are fraudsters scaling CTV operations?

Fraudsters, once they discoveramoney-making scheme, will look for
ways to ramp up that scheme: anything worth doingis worth doinga
lot. Evenunsophisticated, simple techniques can be scaled to cause
huge monetary damageinavery short period of time before they're
discovered and shut down. There are several ways that fraudsters can

scale CTV device impersonation efforts:

DataCenter Bots:
Picture a data center full of uncovered that aportion of 3ve
servers, eachrunning several was powered by botsrunning
virtual machines, and each indata centers. |t also cleverly
virtual machine pretending to be leveraged compromised
aCTV device, callinghome and residential IPaddress space as
asking foradstobe delivered. aproxy, makingitappear that
dveisagood example of adata therequestsare comingfrom
center-based botnet: one of homesand businessesinhigh

the three takedown operations premium markets.



The Fraudsters' Race

Hijacked Residential Devices:

Today, more than 75% of bot
activity comes fromresidential
machines. Thisnew real estate
allows bots to closely mimic
human behavior, rendering
traditional methods that focus

onidentifyingnon-human

behavior less effective. Once
devicesare hijacked, they can
be utilized to mimic any other
device by manipulatingthe
headersintherequest sending
fake useragent |Ds, bundle/app

IDs. sin high premium markets.

Emulators / Custom software automation:

Fraudstersare able to deploy custom software tools or emulators to

scale up the volume on fake trafficand setup device farms.

Recently, White Ops Threat Intelligence saw a version of this situation

unfold: athreat actor wasimpersonating several popular CTV devices,

suchasRokuandApple TV. Thisrare, in-the-wild look demonstrates

the low barrier to entry for fraudsterslooking for opportunitiesinthe

CTV ecosystem.



The Fraudsters' Race

Thethreatactorfirst developedanimprovised ad server that would

generate APlrequeststo be senttothe advertisers. Also, the threat
actortunneledtheir traffic throughresidential IP addresses. We can
seeinthe URL the APlendpoint “VAST"appearsto be targeting the API
template commonly usedto serve video ads. The threat actor likely
developedthis page to easily generate requestsandreview them

before sending.



The Fraudsters' Race

Lser P =
Host =
Tag =https://s.

1 ?width=1920&height=1080&cbh=

1564069664 &ua=Mozilla/5.0 (X11; Linux x86 64; rv:66.0) Gecko/20100101
Firefox/66.0&ulp=&app name=NFL&app bundle=com.gotv hlli, mecenter.

us.lite&device model=steaming media&device make
device cateqory=movie&app store url=https://play.goo

X0y store/ apps/

detalls?id=com.gobv.nilgamecenter.us. litesdevice 1d=1dd4aq4.2c-2dd 3-0aDe-

9296-95524632e2d3&aid=437906&

vast version=2

UA =Mozilla/5.0 (X11: Linux x86 64: rv:66.0) Gecko/20100101 Firefox/66.0

Inanother server maintained by
the same threat actor, we see
specificinclusion of the names
of popular CTV devices, such as
Roku. The ad network did not
know this was a fraudster. Thus,
thethreatactorwasrewardedfor
ad impressions ona Roku device

that does not exist.

These snapshots provide a
firsthandlook at the opportunity

that fraudstersseeinCTV.

While the market for streaming
content continues to explode,
so will the risk of fraudsters
attemptingtoexploitadvertisers.
We recommend consistent and
intelligent inspection of traffic.
Ifan APlrequestisnotcomplying
with the specifications set forth
by a given API, don't validate it.
Thisconcertedeffortcanmakeall
thedifferencewhendetermining

whetherrequestsare bot ornot.



The Defenders Race

How White Opsis Staying Ahead

White Ops uses amultilayered approach for all
environments—including CTV—that allows us to detect
and preventinvalid traffic withunprecedented accuracy,

without compromising anyone’s viewing experience.

B Anin-housethreatintelligence team proactively
hunts for new threats on the Internet. They attribute
those threatsto specific botnet operatorsand
campaigns, then feeding findings back into detection

algorithms.

B Ourglobalvisibility and scale by observing more than
100B+CTV bid opportunities every month allows us to

have large data sets to build machine learning models.

Securityresearchers probeall CTV devices for
B hundredsof datapointsonthenetwork, device,
and application configurationto detect technical

evidence of compromise.



The Defenders' Race

CTV DETECTION
ALGORITHMS

|dentify fraudulent behavior by
probing device information, 0S
signals, and network signals

A

CONTINUOUS ADAPTATION

Create new detection algorithms
to stay ahead of our adversaries
and new CTV threats

A
\

\



DEDICATED CTV
SECURITY RESEARCHERS

Inform detection by performing threat
hunting, malware reverse engineering,
and CTV threat modeling

MACHINE LEARNING
Analyze signals across CTV
populations for broader detection




TECHNIQUES WE UTILIZE

Understanding of each device OS/network stack by using detailed

research on firmware and hardware for particularities of each model.

Developing statisticaland machine learning models that differentiate
normal users watching TVintheirlivingroom fromactors

impersonating organic activity.

Settingupinternal device labs with a variety of different
connected TVs, apps, and channelsto understand device

capabilitiesandidentify emerging threats.

IP reputation: Buildinganinternal reputation system that
classifies traffic such as proxy, VPN, invalid data center, SSAI

etc.



We partnered with White Ops because
they share our commitment to fostering
a clean and safe environmentin the
programmatic landscape. We can say
that White Opsisapart of our effortsto
keep CTV a fraud-free environment and
we look forward to being partners and
helping to keep the ecosystem clean for

many years to come.

- Katie Evans, Chief Operating Officer, Telaria



CONCLUSION

Theraceisnotyetwon by eitherside. Every day, the fraudsters
work to make the defenders’work obsolete, and every day, the
defendersworkto block the fraudsters’'effortsto tripusup. Itll
take anindustry-wide effort for the defenders to win. Our faith
intheintegrity of our entertainment providersisontheline, so
it'safightthatall of usareinvestedin. White Opsis working hard

to stay ahead of tacticslike device impersonation.



Here areacouple stepseach of uscandoasanindustry:

Collaborate

withindustry groups:
Organizationslike the IAB and

the ANA advocate on behalf

of advertisersto ensure that
advertising ecosystemis constantly
moving forward technologically.
Active participationinindustry
organizationsisacrucial way

to stay onthe forefront of new
developmentsinthe ongoingfight
againstad fraud. Itisimperative
foreveryone to work togetherto
developaUser Agent & Bundle ID
naming standard for OTT to help

fight fraudulent behavior.

AdoptIndustry Standards
such asapp-ads.txt:
Everyplayerinthe CTV ecosystem
should be well-educated on(and
ideally, participatingin)the app-
ads.txtinitiative. App-ads.txtis

an extension of the original ads.
txt: it'samechanism for publishers
todeclare who can sell theirad
space. Buyers canensure through
app-ads.txt that they’re working
exclusively with authorized sellers.
Participationinthe app-ads.txt
initiative should be, for advertisers,
the bare minimum criteria for

publishers.
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